DATA LABEL: PUBLIC

West Lothian
Council

GOVERNANCE AND RISK COMMITTEE

HIGH RISKS

REPORT BY DIRECTOR OF FINANCE AND PROPERTY SERVICES

A. PURPOSE OF REPORT

To inform the Governance and Risk Committee of the council’s high risks.

B. RECOMMENDATION

It is recommended that the Governance and Risk Committee notes the council’s
high risks and provides feedback to officers on the risks, controls and mitigating

actions.

C. SUMMARY OF IMPLICATIONS
| Council Values

| Policy and Legal (including

Strategic Environmental
Assessment, Equality
Issues, Health or Risk
Assessment)

. Implications for Scheme of
Delegations to Officers

Impact on performance and
performance Indicators

\' Relevance to
Outcome Agreement

Single

VI Resources - (Financial,
Staffing and Property)

VIl Consideration at PDSP

VIII Other consultations

D. TERMS OF REPORT

Open, honest and accountable.

The Risk Management Policy requires the
council to effectively manage risks.

None.

Failure to effectively mitigate risks may
have an adverse impact on performance.

Our public services are high quality,
continually  improving, efficient and
responsive to local people’s needs.

None.

None.

Executive Management Team

The council maintains its corporate risk register on the Ideagen system. Risks

are scored for original risk, which is the assessed risk without controls in place,
and represents the potential impact if controls are absent or fail; and current risk,
which assumes that current controls are in place and are effective.

Risks are assessed using a five by five grid of likelihood and impact, so the
lowest possible score is one and the highest is 25. The council’s high risks are
defined as risks that have a current risk score of 12 or more.

Iltem 6



D.2

D.3

D.4

D.5

The council’s high risks are detailed in appendix one. There are 12 high risks in
total, three less than reported to the Committee in March.

The changes are as follows:

e Risk ‘HCBS004 - Overspend of allocated Housing Need budgets’ was
previously the council’s highest risk (maximum score 25) but has now been
assessed as a medium risk (score 9).

o Risk ‘WLCO048 - Failure to deliver annual revenue budget 2026/27’ was
previously a high risk (score 12) but has now been assessed as a medium
risk (score 8).

e Risk ‘APS005 - Failure to deliver agreed outcomes of the West Lothian
Tackling Poverty Strategy’ was previously a high risk (score 12) but has now
been assessed as a medium risk (score 8).

There are currently no risks with a maximum score of 25.

In relation to appendix one:

o the ftraffic light icon in the top left corner of each risk represents the risk
ranking. The traffic light icons are explained in the table at the start of
appendix one;

o there is a code, title and description for each risk;

o the original risk score represents the risk without controls in place, and
provides an appreciation of the potential impact if controls are absent or fail;

e the current risk score represents the current risk, i.e. assuming that current
controls are in place and effective;

o the internal controls are those processes which are currently in place to
reduce the risk from the original risk score to the current risk score;

¢ the risk actions are those measures which are intended to further reduce the
current risk.

The risk actions have a code and title, an original due date, a revised due date, a
progress bar which is an assessment of their percentage completion, and a
description. The report only contains risk actions which are in progress. Once
marked as complete, risk actions should be included as internal controls and will
be taken into account when assessing the current risk score.

Appendix two sets out the council’s standard risk assessment methodology.

The council’s high risks are reported every two months to the Executive
Management Team and annually to the Corporate Governance Board, which
exercises oversight over the council’s governance and risk management
arrangements.

CONCLUSION

Regular review by the Governance and Risk Committee will assist in ensuring
that the council’s risks are effectively managed.

BACKGROUND REFERENCES

None.
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Appendices/Attachments: (1) High Risks
(2) Risk Assessment Methodology

Contact Person: Stuart Saunders, Audit, Risk and Counter Fraud Manager,
Stuart.Saunders@westlothian.gov.uk, Tel No. 07884 115 071

Alasdair Black
Director of Finance and Property Services

Date of meeting: 11 June 2026
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High Risks

Report Layout: .. 10 (previously R09b) Original Score, Current Score, Internal Controls with linked Actions (outstanding only)

Key to Risk Scores

Score Meaning

12-25 High

Key to Action Status

Icon Status
- Overdue
N Approaching Due Date

In progress
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duty

HCBS012 Breach of statutory homeless

Lack of adequate accommodation due to increased demand leading to Housing, Customer and Building Services
(HCBS) breaching our statutory duties to accommodate unintentionally homeless people in suitable accommodation,
resulting in legal challenge, judicial review requests from legal advocacy organisations, reputational damage, or
inability to achieve homelessness objectives.

Current Controls:

Reduce use of B&B accommodation through increasing the number and capacity of temporary tenancies through
Private Sector Leasing and sharing accommodation to 60 spaces.

Reduce expenditure on homeless transport by ensuring where possible homeless families are allocated temporary
tenancies within school catchment. Monitor length of stay in temporary accommodation, ensuring people move on to
permanent accommodation as quickly as possible. Rolling programme of audit of homeless decisions and case
management On site hotel presence by officers, ensuring rooms that are not utilised are cancelled

Monitor numbers of people in hotel accommodation and reduce length of stay. prevention approach to homelessness
to reduce demand. This is achieved through a wider housing options approach

More targeted approach to achieve sustainable housing options in the private rented sector

Targeted educational support for young people at risk of homelessness through the Upstream project Youth Housing
Team to cover a wider age range to under 25's

Mainstreaming the crisis intervention service for young people Addictions workers to support homeless people and
also to assist people with addictions sustain their tenancies.

Indexation of all emergency and temporary accommodation related charges that can be claimed against national limits
to ensure WLC reclaims the full extent of funding available.

West Lothian Council has declared a Housing Emergency on 28/05/2024 due to the specific pressures around housing
and homelessness, and the ability to meet statutory duties. The announcement by Council Executive also included
writing to the Minister for Housing to discuss the issues and what support/funding can be provided to reduce pressures
on the council. Council Executive approval on 5th November 2024 for spend of Affordable Supply Programme grant
funding of £2.002 million to bring void properties back into use and further accommodation acquisitions

Council Executive approval on 14 January 2025 for the 2024/25 RRTP plan and associated priorities of prevention,
supply and specialist support Council Executive approval on 14 January 2025 for a new framework of temporary
accommodation rents and service charges which is now implemented

Continue to monitor Percentage lets to homeless

Risk
Score

Original Risk
Matrix

Risk
Score

Current Risk
Matrix

Linked Risk Actions Orlglljnaa:LDue Due Date Progress Description

20

Likelihood

Impact

20

Likelihood

Impact

RRTP201.6 New Deliver the new build supported
D build supported 30-Nov-2021 | 12-Jun-2026 95% | accommodation provision for young
accommodation people.
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WLCO004 Political uncertainty -
impacting on service delivery

Political uncertainty relates to activity or changes in respect of: local government, Scottish government, UK
government, or international political circumstances which may impact on the council leading to an inability to plan
effectively for major changes. Resulting in an adverse impact on service delivery, financial performance and

reputational damage.

Current Controls:

Timely response to government consultation.

Lobby via COSLA and other appropriate forums.

Plans / strategies in place for major anticipated changes.
Performance management system.

Quarterly horizon scanning reports to Policy Development and Scrutiny Panel.
Quarterly risk reporting to the Governance and Risk Committee.

e 0r|g|_nal s RS Curr_ent R Linked Risk Actions il i Due Date Progress Description
Score Matrix Score Matrix Date
16 |2 16 |2
Impact Impact
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SPCCO005 Increasing expenditure on
commissioned care services for adults
and older people resulting in significant
budgetary overspend

Increasing costs in relation to providing care services for adults and older people leading to expenditure exceeding
available budget.

Current Controls:

This risk relates to the increasing financial pressure in supporting adults and older people via the provision of
commissioned care and support - including learning disabilities and specialist mental health provision.

A Resource Panel is now established, meeting fortnightly, co-chaired by senior managers for Adults and Older People
services. The remit of this group is to consider all high cost care packages (greater than £20,000) ensuring that all
alternatives to the provision of formal care have been considered, such as the use of Technology Enabled Care (TEC)
or specialist aids.

Robust review & approval process in place for all care requests by senior mangers to further ensure that alternatives to
formal care have been fully considered.

A monthly review meeting with the service accountant and members of the learning disability management team
reviews all existing high cost care placements and considers the opportunity for formal care provision to be
supplemented through the use of TEC.

The service is reviewing financial assessment processes to ensure the process is as efficient as it can be and that all
income is recovered without any undue delay.

Oversight groups for care at home and care homes closely monitor demand data, including levels of unmet need, to
inform projected levels of spend.

Robust assessment and review process for new/existing packages of care to ensure these are targeted at appropriate
level.

Good conversations training implemented across key service areas to promote strength based approach to
assessment and ensure commissioned care is target ant most appropriate level.

All non staffing expenditure is reviewed by the service to establish any safe opportunity to reduce expenditure to
mitigate the risks of overspend in other areas. A project board is established to maximise the use of TEC to ensure that
formal care is only provided when there is no safe alternative to support service users.
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work.

within this service area.

Alongside this the service has reviewed a Resource Allocation System & Self Directed Support processes to generate
indicative budgets that will support the level of care provided is in keeping with assessed needs and outcomes. There
is a project board chaired by senior manager for Adults Services which is supporting the ongoing development of this

An agreed transition policy in place to support those moving from children social work services into adult social work
services. A multiagency group with comprised of Education and NHS Lothian has been established which supports
earlier identification of those who are likely to require ongoing social work support and analysis of future demand.

Additional funding was agreed as part of the Revenue Budget 2026/27 and 2027/28 to support recurring pressures

Rk Orlg!nal s RS Cu"?"t R Linked Risk Actions il i Due Date Progress Description
Score Matrix Score Matrix Date
3 3
25 2 12 2
s s
Impact Impact
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SPCF004 External placements -
inability to reduce reliance on external
placements for looked after children
resulting in budget pressure

The risk concerns the extent children are looked after in foster care and residential placements external to council
resources. These placements are purchased and result in budget pressures due to higher costs. These placements
are relied on when there is no availability of internal placements or due to complex needs that cannot be met through
internal resources.

Some of these placements are underpinned by statutory orders, with conditions of residence there or by a right to
remain resident there through Continuing Care statutory requirements.

Current Controls:

All requests for external placements are under significant scrutiny and require senior management authorisation.

All external placements are reviewed monthly by senior, group and team managers and FMU. The current placements
and future plans are combined into a forecast position for the year, which is updated as part of the monthly review.
Resources Panel is established for an earlier intervention approach for cases to be presented that are seeking
resources or at risk of being accommodated, with the primary role to quality assure the assessment and support care
planning.

The Scotland Excel Children's Residential framework provides a structured approach to the procurement of residential
children's care and supports local authorities in delivering value for money in the services purchased.

Early intervention and intensive supports aim to prevent children/young people being accommodated (provided by
Inclusion and Support Service, Education supports, Families Together and practice teams).

Family Group Decision Making is an approach promoted within the service to build on resilience within wider family
networks and to prevent children requiring alternative care.

Kinship Care is the preferred option when alternative care is necessary and supports for Kinship Care have been
strengthened to promote and sustain these care arrangements.

Family based care and social work teams support foster carers and children to prevent care arrangements breaking
down and support children to remain within internal foster caring arrangements whenever possible, avoiding external
placement costs.

The family-based care service is seeking to have intensive foster carers through recruiting new carers and developing
existing carers to allow children/young people with complexities to be cared for internally. Enquiries in relation to foster
care over 2025 reached 46 with 8 new households being approved which is a 166% improvement from 2023 with all
recruitment opportunities maximised.

Other developments in the Family based care service are plans to provide respite, which will support children to remain
within their family setting by providing a break in care. This includes respite for children with a disability, which is
identified as an area of risk due to complex, multiple needs impacting on caring relatives and recent placements.
Outreach one to one support and personal care service for children with a disability increased from April 2025 with the
aim of preventing or reducing use of external residential resources.
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Prior to placement, there are negotiations with external providers on placement costs which have been increasing
nationally. This includes seeking agreement for costs to reduce after an initial period of assessment.

Senior management have oversight of placements and ongoing review so there can be a move to a placement in West
Lothian if suitable when an internal placement is identified.

Redesign of accommodation and supports for young people leaving care has increased capacity of moving on options
and is having direct positive impact on supporting transitions and timely exits from placements to supported
independent living in West Lothian.

Group manager oversight of all young people who may require supported accommodation, providing management and
planning for all access to these resources.

Likelihood

Impact

Likelihood

18 Orlgl_nal RS lREs Curr?nt RS Linked Risk Actions il i Due Date Progress Description
Score Matrix Score Matrix Date
25 12
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WLCO051 Failure to deliver annual
revenue budget 2027/28

Unanticipated external events such as higher than expected inflation, lower economic growth, challenging financial
settlements, or social or demographic changes, or internal factors such as deficient project management, leading to a
potential increase in demand and delivery of council services and inability to deliver the revenue budget 2027/28.
Resulting in unplanned budget savings measures, an adverse impact on service delivery, and reputational damage.

Current Controls:

Wider Economic Risks

Updates on the economic context at UK, Scottish and West Lothian level are presented quarterly to the Corporate
Policy & Resources PDSP through Horizon Scan report.

Regular review and update of UK and Scottish government funding announcements and wider economic data used to
inform budget planning assumptions. Current assumptions include requirement to maintain teacher numbers.

Close monitoring of monthly inflation rates and assessment of any resulting impacts on council costs and budget
assumptions.

Local Government Finance Settlements

Regular review and update of commentators, such as Fraser of Allander Institute, assumptions regarding public sector
funding and potential impact on budget assumptions

Well established processes for financial planning, which external auditors have assessed as a sound approach to
medium and longer term financial planning to manage ongoing financial challenges.

Reports to committee on Chancellor's Budget, Spending Reviews, Scottish Budget and Local Government Finance
Settlements.

Effective manage the financial plan

Comprehensive Standing Orders and Financial Regulations in place.

Approval of five year financial plan and three year detailed revenue budgets, including approval of recurring budget
savings. Assumptions in plan and budgets kept under review and reported regularly to members.

FMU works with the Corporate Transformation Team and HR to help implement service changes and monitor the
delivery of savings across the council which are required to balance the revenue budget. The outcome of this
monitoring is included in quarterly monitoring reports to Council Executive and includes a review of progress on
delivery of approved budget savings.

Well established RAG analysis processes in place to monitor delivery of savings agreed for the three year budget
period, which are updated on a quarterly basis.

Updates on the council’s future budget model are presented quarterly to the Corporate Policy & Resources PDSP.
FMU budget liaison officers are provided for each political group to provide regular engagement with elected members
throughout the budget setting process.

Monitoring and budget strategy reports go to officer meetings and committee on a regular basis.

Update of financial plan expenditure and funding assumptions as part of annual budget setting process
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Unbudgeted and Emergency Budgetary Pressures

Robust financial planning and budgetary control framework in place which aims to properly provide for expenditure
pressures when setting the budget and to identify at as early a stage as possible emerging budget pressures to enable
appropriate action to be taken.

The council has a level of committed and uncommitted reserves which can be reprioritised to help address emerging
pressures. The level of reserves is reviewed as part of the revenue budget setting process and will continue to be
subject to a specific recommendation in the annual revenue budget report.

Reporting of emerging and recurring pressures to senior officers and Council Executive within quarterly revenue
budget monitoring reports. Reports prepared for discussion at extended senior officers meetings to determine further
actions to be taken to mitigate specific pressures and where required, reports prepared for elected members to discuss
and agree recommendation to manage spend, at relevant PDSPs and committees for approval.

Rk Orlg!nal s RS Currfent R Linked Risk Actions il i Due Date Progress Description
Score Matrix Score Matrix Date
3 3
25 2 12 2
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EHO006 Food safety and public health
impacts of food supply chain
disruption

This considers potential impacts on food supply chain. Any disruption to the supply chain could lead to increased risk
of food crime and food fraud, increased opportunity for food incidents and unsafe food being provided. Imported food

controls could create increased demand on checks for safety and quality and deferring of inspection from port
authorities to inland authorities.

Current Controls:

Currently part of ongoing Environmental Health surveillance and inspection plan, but increased opportunity if food
chain becomes vulnerable. Officers will consider issues of potential concern during routine inspection of premises, and
the annual food sampling plan will also consider any issues requiring closer surveillance.

Priority will be given to issues which present a significant risk to public health. The service has a prioritised approach to
service delivery.

Depending on the scale and nature of incident or activity it may require multi-agency involvement. The service will work
closely with Food Standards Scotland, and other local authority colleagues to address any concerns.

There are procedures in place for dealing with such incidents. There are local procedures and national incident
management procedures in place.

Priority will be given to inspection of imported foods to ensure the protection of public health within West Lothian and
other parts of the UK.

Staff resource issues are being pursued. Current vacancies and resource demands for food safety work present a
challenge to service delivery, but measures are being followed to recruit, and / or train new and existing staff.

Other resource requirements will also be pursued. The service budget will be adapted to ensure any risks to public
health and safety can be addressed.

Level of service will be determined by staff, resources and other demands. An annual food service plan is approved by
Council Executive and it sets out the approach and the challenges to delivering statutory obligations.

Rk Orlgl_nal RISHNREK Curr_ent Risk Linked Risk Actions (IR [ Due Date Progress Description
Score Matrix Score Matrix Date
20 |£ 12 |2
Impact Impact
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LS001 Professional errors and
omissions

Failure to provide correct or timeous advice leading to the council acting unlawfully or in a way that is prejudicial to the

council. This could result in the council breaching legislation, being subject to litigation, incurring financial penalties,
and suffering reputational damage.

Current Controls:

Compulsory continued professional development

In house training and ADR

Regular management, team meetings and 1-2-1 meetings

Access to online sites for legal developments

Imminent legal changes are identified and appropriate training is arranged

Periodic review of specialities/skill sets for solicitors to identify areas of strength and weakness. Skill sharing/transfer
arrangements have been initiated e.g. in-house training. Where strengths have been identified, work is allocated

accordingly. Where weaknesses have been identified, options are being developed with procurement to secure the
necessary skills.

Subscriptions to external legal firm law update bulletins

e Orlgl_nal s RS Curr_ent R Linked Risk Actions il i Due Date Progress Description
Score Matrix Score Matrix Date
E: E:
16 2 12 2
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Impact Impact
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ED004 Mainstream Schools: physical or
verbal incidences towards staff

Physical or verbal incidences towards staff from pupils or parents/carers of pupils, to members of staff working in

schools, leading to injury or stress. Key impact would be on the ability for education services to achieve outcomes
within the ‘Raising Educational Attainment strategy 2023/28’.

In particular to the below outcomes: ensuring every child and young person experiences varied, vibrant and
challenging learning experiences which are built on the provision of high quality and inclusive learning, teaching and

assessment. Improving wellbeing, inclusion and attendance for all children and young people, promoting confidence,
independent thinking and resilience.

Current Controls: |Promoting Positive Behaviour Policy in place and applied/staff aware of policy.

Restricted access to schools for parents e.g. reception area only during the school day.

Risk assessment to consider security factors when meeting with parents/carers e.g. more than 1 member of staff
present or alternative meeting locations considered.

4 weekly monitoring of incidents recorded in Sphera in schools by the Education Senior Management Team.

Raise awareness of staff on how to deal/report violent incidents in Sphera, annual reminder at August in service day.
compulsory Maybo training modules were introduced and launched from August 22 to all Education staff

Education Services Health and safety committee in place and meets on a quarterly basis (membership management
/professional associations / trade unions).

Heads of Service review weekly health and safety reports on incidents reported at school/establishment level’

Likelihood

Impact

Likelihood

Impact

NS Orlgllnal RIS (RS Currgnt RIS Linked Risk Actions it e Due Date Progress Description
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ED005 Additional Support Needs (ASN)
schools and units: physical or verbal
incidences towards staff.

Physical and/or verbal incidences towards staff from pupils or parents/carers, leading to injury or stress.

Due to the nature of the needs of the pupils placed in ASN schools and classes attached to a mainstream school such
occurrences maybe as result of a pupil's specific, identified additional support need. Key impact would be on the ability
for education services to achieve outcomes within the ‘Raising Educational Attainment strategy 2023/28’. In particular
to the below outcomes: ensuring every child and young person experiences varied, vibrant and challenging learning
experiences which are built on the provision of high quality and inclusive learning, teaching and assessment. Improving

wellbeing, inclusion and attendance for all children and young people, promoting confidence, independent thinking and
resilience.

Current Controls:

Education Service have a 'Promoting Positive Behaviour Policy' in place for school which all staff are aware of. annual
reminder at August in service day.

Four weekly monitoring of incidents in schools by the Education Senior Management Team.

Raise awareness of staff on how to deal/report violent incidents in Sphera, annual reminder at August in service day.
All ASN school staff have received training on how to deal with violent /aggressive incidents by young people.
Restricted access to schools for parents e.g. reception area only during the school day.

Risk assessment to consider security factors when meeting with parents/carer e.g. more than 1 member of staff
present or alternative meeting locations to be considered.

Education Services Health and safety committee in place and meets on a quarterly basis (membership management /
professional associations / trade unions).

Heads of Service review weekly health and safety reports on incidents reported at school/establishment level’

ik Or|g|_nal RIELS LS Currgnt RIELS Linked Risk Actions Oritefiel 2o Due Date Progress Description
Score Matrix Score Matrix Date
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= =
15 |2 12 |2
T T
3 3
Impact Impact

13




Item 6

EH007 Animal health and welfare
issues with farm livestock requiring
council intervention

Failure of livestock farm sites to comply with animal welfare obligations. Leading to statutory intervention by council
officers (e.g. seizure, interim care, transport) to ensure animal health and welfare. Resulting in significant unbudgeted

costs, limited operational capacity to deliver the required duties of care, potential animal welfare harm, disruption to
wider service delivery, and reputational damage.

Current Controls:

Risks most likely to arise from financial failings of business, or issues not easily identifiable from inspections. However
some financial stability realised through Scottish Government support payment schemes.

Trading standards staff have training in animal health and welfare. However, tends to be reactive rather than proactive
engagement on these sites.

External controls and oversight to provide intelligence on farms from other agencies - farm assurance schemes,

Scottish Government Rural Payments Department, Animal & Plant Health Agency, Scottish Society for Prevention of
Cruelty to Animals.

Collaborative engagement between local authority and external agencies to investigate and address issues.

e Orlgl_nal s RS Curr_ent R Linked Risk Actions il i Due Date Progress Description
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EHO008 Failure to quarantine imported
rabies-risk dogs and other animals

Lack of government approved facilities to be able to meet quarantine standards and controls. Leading to inability to
quarantine imported rabies-risk dogs / animals and failure to meet statutory obligations under animal health legislation.
Resulting in increased public / animal health risk, forced euthanasia of potentially healthy animal, unbudgeted costs,
disruption to wider service delivery, and reputational damage.

Current Controls:

Existing staff have knowledge and experience to address legal obligations.

Local authority would receive notification from Border Force and / or Customs / Port Authorities.

There is over sight of local animal breeders, rehoming centres, which might seek to bring in animals from other
countries.

There are currently government approved facilities available, albeit limited and not well located, if needed.

B Orlgl_nal ek [HEs Currgnt Rk Linked Risk Actions ol b Due Date Progress Description
Score Matrix Score Matrix Date
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EHO009 Failure to effectively respond to
a major animal health or zoonotic
disease incident

The occurrence of a major animal health / zoonotic public health incident (e.g. foot and mouth, avian flu, anthrax,
rabies) requiring statutory investigation and management by the council with limited council wide staffing capacity and
insufficient support from partner agencies. Leading to ineffective council response to the incident. Resulting in
significant unbudgeted costs, disruption to delivery of other council wide statutory duties, potential breaches of
statutory duties, potential public health impact and animal welfare harm, and reputational damage.

Current Controls:

Existing trading standards staff with knowledge and experience in animal health and welfare.

Support from other non-specialised staff within wider service, if required.

Support from other external agencies - these could include - APHA, DEFRA, Scottish Government, Police Scotland,
other local authorities. Not guaranteed due to nature of incident and other demands, but there is potential obligation to
assist.

National monitoring and surveillance is in place for certain diseases and this provides some intelligence and response
to help mitigate against larger scale outbreaks.

Monitoring and controls in place for movement of animals and imported animals.

e Orlgl_nal s RS Curr_ent R Linked Risk Actions il i Due Date Progress Description
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RISK ASSESSMENT METHODOLOGY

RISK MATRIX

LIKELIHOOD

Almost Certain

5 10 Medium

Very Likely
4

8 Medium

Likely
3

Possible

5 10 Medium

Unlikely

1 5 Medium

Catastrophic
5

Significant
3

Insignificant
1

IMPACT

March 2025/ SS
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LIKELIHOOD TABLE
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Score Description Estimated Percentage
Chance
1 Unlikely 0-10
2 Possible 10-50
4 Very Likely 70-90
5 Almost Certain 90-100

Each risk is scored 1-5 for likelihood.

In assessing likelihood consider a three year time horizon and use your knowledge and
experience of previous issues, both within the council and elsewhere.




IMPACT TABLE

Each risk is scored 1-5 for impact. In assessing impact each column is independent. Use the highest score.
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Regulator Financial loss Impact on Data Subject .
Hazard / Personal Property loss 9 y: . : pac =ubj Community / Impact on
: statutory or penalties, or service privacy . .
Impact of Risk safety or damage . N environmental Reputation
contractual costs delivery infringement
P Minor injury or - Breaches . Inconvenience to . o
InSImelcam discomfort to an Negligible property contained within Less than £10k .NO noticeable None an individual or Con@alned_wnhln
1 o damage : impact service unit
individual the service small group
Non special
: Minor injury or Breaches reported category personal Impact on an
Minor discomfort to Minor damage to P porte Minimal disruption | information for impa Contained within
. within the council £10k to £100k . individual or small .
2 several people in one property : to services several or less service
L no external action oo group
one incident individuals
revealed or lost
Significant damage | Adverse comment Non special |
ST Major injury or to small building or | or censure by Noticeable impact category persona . .
Significant . More than £100k . information for a Impact on a local Local social media
harm to an minor damage to government, on service - . ;
3 NS . . to £500k substantial number | community or press interest
individual several properties | courts, auditors, or performance. of individuals
from one source regulators revealed or lost
o Major damage to Government, court Special category
; Major injury or critical building or or regulator Serious disruption personal National social
Major harm to several . sanction, including | More than £500k - information for Impact on several -
i serious damage to . . to service o media or press
4 people in one . action which to £2m several or less communities .
several properties performance interest

incident

from one source

impairs our ability
to deliver a service

individuals
revealed or lost

Catastrophic
5

Death of one or
more people

Total loss of critical
building

Government, court
or regulator action
resulting in an
inability to deliver
key services

More than £2m

Non achievement
of key corporate
objectives

Special category
personal
information for a
substantial number
of individuals
revealed or lost

Impact on the
whole of West
Lothian or
permanent
damage to site of
special scientific
interest

Officers and/or
members
dismissed, sent to
prison or forced to
resign
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